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usiness 4.0™ is the next wave of change breaking 
over organizations across the world. Digital 
technologies such as the cloud, the internet of things 
(IoT), analytics, automation, robotics, and artificial 
intelligence (AI) are vital enablers of this 
transformation, but it is not enough to use these 
simply to mechanize existing functions. 

Instead, firms are using technology as a foundation 
for four critical business behaviors that will help 
them move to the next level:

Driving mass personalization – personalizing 
products and services to a market of one 
customer, often even of one transaction, and 
at scale.

Creating exponential value – adopting 
business models that leverage value from 
transactions at multiple levels and address 
new markets.

Leveraging ecosystems – collaborating with 
partners inside and outside the supply chain 
to create new products and services.

Embracing risk – moving beyond rigid 
planning and operational barriers with an agile 
strategic approach.
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he TCS Business 4.0 Global Study shows the way 
forward by helping organizations benchmark their 
progress against peers. This report discusses the 
level of adoption and impact of Business 4.0 in the 
banking and financial services sector, the benefits 
industry players have seen, and their plans for the 
next three to five years. While risk aversion and 
institutional inertia hold some industry players 
back, most financial services firms are grasping the 
nettle of digital transformation.
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CS surveyed 1,231 respondents from firms across 
11 industries and 18 countries, including 188 
executives working in the banking and financial 
services sector. All firms included in the survey 
report annual revenues of at least $500 million.

All survey respondents were either directly involved 
in or were aware of their firm’s digital transformation 
plans. Almost half of the respondents (42%) were 
from the C- suite, while the rest were manager-level 
and above.

The survey was conducted in November—December 
2018. In addition, we conducted in-depth interviews 
with 30 experts and business leaders from across 
industries worldwide.
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Key
Findings



espite all the anxiety about technology-savvy 
challengers, the digital era presents established 
financial institutions with more opportunities than 
risks. Mastering digital capabilities can help banks and 
other financial services firms transform customer 
experience and relationships; tap previously 
inaccessible sources of data, ideas, and expertise; and 
unlock new sources of value. 

This report finds that most banking and financial 
services firms are taking advantage of the capabilities 
conferred by the cloud, advanced data analytics, 
automation, artificial intelligence (AI), and – to a lesser 
extent – blockchain. Many are adopting the behaviors 
that are vital to progress in a Business 4.0 world: 
driving mass personalization, creating exponential 
value, leveraging ecosystems, and embracing risk. 
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ur findings suggest that organizations that adopt all four 
of these behaviors – whom we refer to as the ‘leaders’ – 
are more likely to anticipate and report strong financial 
performance. Banking and financial services respondents 
account for 18% of the leader group (see Figure 1), which 
is the highest among the sectors studied.

O
Leaders, early adopters, and followers

We have identified three distinct groups in this survey 
based on their adoption of the Business 4.0 behaviors:

Leaders: organizations that have adopted all 
four behaviors

Early adopters: organizations that have 
adopted one, two, or three behaviors

Followers: organizations that have adopted 
none of the behaviors

Banking and financial services

Insurance

Manufacturing

Retail and CPG

Telecom

Travel and hospitality
Life sciences and healthcare

Leaders Early adopters Followers

10%

15%

18%

12%
11%

16%

18%

Figure 1: Industry-wise share in the leaders, early 
adopters, and followers groups
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16%

11%

15%
16%

15%

15% 18%
8%

16%

8%

20%
14%

16%
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F ollowing are the other key findings of the 
research pertaining to the banking and financial 
services sector:

Change momentum is building. Notwithstanding 
historically risk-averse cultures, a large number of banks 
and other financial services providers are actively pursuing 
one or more of the Business 4.0 behaviors. Adoption is 
broadly in line with, if not more widespread than in, other 
surveyed industries.

Returns from Business 4.0 are real. The pursuit of Business 
4.0 is delivering tangible benefits to industry organizations. 
Personalization and new value creation are positively 
impacting bottom-line results (customer profitability), and 
the former is helping the industry become one of the most 
customer-centric sectors, according to our survey. Those 
leveraging their ecosystems are gaining access to new 
markets, ideas, and skills.

Building on early successes in digitization. Already 
recognized as pioneers of digitization, financial services 
firms are today embracing digitalization. Despite 
understandable concerns about security, most of the 
organizations are working in cloud environments today. 
Almost half of the firms use AI and automation 
technologies. Additionally, banks have been quick to 
experiment with blockchain when compared with
other industries.
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Progress toward
Business 4.0



A lthough the banking and financial services industry 
has seen a relatively slow increase in competitive 
threat from new market entrants, banks and other 
financial institutions today share their markets with a 
multitude of online players of all sizes. 

Digital innovation from fintechs and other new 
entrants, coupled with the changing behaviors and 
expectations of consumers, has led many incumbent 
players to embark on a far-reaching technology-led 
change. As a result, the financial sector is often seen 
to surpass other sectors in digital innovation. In 
addition, when it comes to exploring and embracing 
new business models, financial institutions – which 
were formerly either risk-averse or, at best, 
risk-aware – are today learning to embrace risk. 
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T hese trends are reflected in our research, which reveals 

that financial institutions are either broadly in line or 

more energetic than their peers in other industries in 

the pursuit of Business 4.0 behaviors (see Figure 2).

78%

78%

34%

54%
54%

38%
33%

36%

We can customize products and services to
almost every transaction (mass personalization)

We operate a business model that
drives exponential value

We collaborate with multiple partners in
our network to create new products and

services (leveraging ecosystems)

We plan to transform our business model
within one year (embracing risk)

Banking and financial servicesAll industries

Figure 2: Adoption of Business 4.0 behaviors in the banking
and financial services industry
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H yper-personalized finance

Mass personalization, as a behavior, is widely adopted 
by the financial institutions in our research. A senior 
executive in the banking industry who we interviewed 
says, “In retail banking, each customer is a segment by 
him or herself.” The same is true, of course, in small 
business banking, wealth management, and other parts 
of the industry.

In line with this, our results reveal that a vast majority of 
financial sector respondents claim the ability to 
customize services to almost every transaction. 
This is helping banking and financial services become 
one of the most customer-centric sectors in our survey.
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igital technologies have enabled financial 
institutions to expand the scope of their 
personalized services considerably, as well as 
deliver them on demand and in real time. 
Interactive banking websites are a good 
example, as are the AI-powered chatbots used 
by investment managers.

Some banks use mobile apps to alert customers 
about their current spending patterns and offer 
personal budget advice or suggestions for new 
savings products.
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hese examples demonstrate only a fraction of 
what financial institutions can achieve through 
hyper-personalization. The next stage will involve 
using data to build a richer understanding of the 
personal circumstances of an individual and to 
use it to significantly enhance the overall 
customer experience. 

Mass personalization is already showing a 
tangible bottom-line impact for the financial 
institutions pursuing it, in the form of increased 
value and volume of individual transactions, and 
higher customer profitability (see Figure 3). In 
terms of value of customer transactions, as well 
as reduction of customer churn, financial services 
providers have realized more benefits than the 
companies in other surveyed sectors.

T

Figure 3: Benefits of mass personalization for 
banking and financial services organizations

61%

65%

55%

40%

Higher customer profitability

Increased value of customer transactions

Increased volume of customer transactions

Reduced customer churn
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C A S E  S T U D Y
The AI-enabled financial assistant that keeps getting smarter

ank of America is one of the world’s leading financial 
institutions, serving some 67 million customers and small 
business clients. In 2018, the bank launched Erica, an 
AI-driven virtual financial assistant that helps clients tackle 
complex tasks and provides personalized, proactive 
guidance to help them stay on top of their finances.1

Today, the bank continues to add updates and features to 
Erica, based on client feedback. “The latest enhancements 
to Erica are all about giving our 26 million mobile users more 
insight into their full financial picture,” says Michelle Moore, 
head of digital banking at Bank of America. “When we 
piloted these new offerings, we received overwhelming 
feedback. Many reported that Erica helped them save a 
significant amount of money; for example, Erica alerted 
them to unwanted subscription charges they did not even 
realize they had.”

Aditya Bhasin, head of Consumer, Small Business and 
Wealth Management Technology for Bank of America, 
explains that their AI engine was built to evolve with our 
clients. “Since the launch, we’ve integrated more than 
200,000 different ways for clients to ask financial questions 
and have expanded Erica’s conversational knowledge. We 
are introducing this new suite of more complex capabilities 
based on insights, behaviors and real-time feedback from 
millions of Erica users.” Erica has surpassed more than 3.6 
million users and has assisted with more than 12 million 
client requests to date.
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1 Bank of America, Press Release: Introducing Erica® Insights: Bank of America’s AI-Driven Virtual Financial Assistant Just Got Smarter 
(October 2018), accessed July 26, 2019, https://newsroom.bankofamerica.com/press-releases/consumer-
banking/introducing-ericar-insights-bank-americas-ai-driven-virtual



ore value from new services

In contrast to their successes in personalization, relatively 
few financial institutions claim to have mastered the type 
of business model that would enable them to expand their 
target markets to a significant degree. However, many are 
striving to do so.

The ability to target a broader range of customers is 
among the chief benefits that half of the surveyed 
financial institutions are seeing from the creation of new 
services. After attracting younger consumers through 
mobile apps, banks are deploying sophisticated new 
services for their digital-savvy customers. 

Citigroup is providing banking services through WeChat 
to help its customers balance their finance needs with 
shopping, making travel plans and talking to their friends. 
At the same time, BNP Paribas is helping people search 
for their dream home through a dedicated platform, while 
offering traditional products such as mortgages,2 and 
Standard Chartered is rolling out digital-only solutions 
that allow customers to access services from social 
platforms without opening the main banking app.3

M

2 American Banker, Banks Need to Think Outside the App, accessed July 26, 2019,
https://www.americanbanker.com/news/banks-need-to-think-outside-the-app
3 Finextra, Standard Chartered Rolls Out Digital-Only Bank to Three Markets, accessed July 26, 2019,
https://www.finextra.com/newsarticle/34055/standard-chartered-rolls-out-digital-only-bank-to-three-new-markets
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igher profitability and revenues are among the top 
benefits realized by financial services firms 
operating on innovative new business models (see 
Figure 4). Given the tightening regulations on data 
privacy (such as GDPR or the California Consumer 
Protection Act), many banks are wary of trying to 
monetize the customer data they hold. Yet, some 
aim to create new revenue streams, or at least 
bolster customer relationships, with the introduction 
of services that help customers manage their own 
data.4 Others are utilizing ‘open banking’ platforms 
to enable customers to view accounts from multiple 
providers in one place.5 

Some institutions can generate new revenues from 
data made available to other commercial 
organizations. One European bank, for instance, is 
monetizing its data by offering credit ratings, 
address verification, and anonymized customer 
behavioral insights. The bank is also extending this 
service to small and medium-sized business 
customers, providing guidance to help them plan 
business expansion and forecast regional demand.

H

Figure 4: Top benefits realized by banks and financial services firms 
from operating on an exponential value business model

Higher profitability

Ability to target a wider range of potential customers

Higher revenues

An expanded geographical marketplace

66%

56%

53%

52%

4 BBVA, Carlos Torres Vila: “We think big to break molds and surprise the customer”, accessed July 26, 2019,
https://www.bbva.com/en/carlos-torres-vila-we-think-big-to-break-molds-and-surprise-the-customer/
5 Finextra, HSBC Moves into Open Banking, accessed July 26, 2019, https://www.finextra.com/newsarticle/31121/hsbc-
moves-into-open-banking
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xploiting finance ecosystems

According to a former managing director of a European 
institutional bank, leveraging ecosystems is the key to 
creating exponential value. “The more we can share, 
automate, and collaborate with our clients and partners to 
mutual benefit, the more value all of us will be able to 
create,” he says. For banks, that may mean providing services 
to customers as part of connected home or connected car 
platforms; it may also mean collaborating with fintechs or 
tech companies to develop blockchain-based infrastructure, 
as explored in 2019 by a consortium of Japanese banks.6

 A majority of surveyed banks and other financial services 
providers have accepted that they need to tap into wider 
ecosystems. Most of those in the survey participate in such 
networks to generate ideas and help develop new products 
and services (see Figure 5). About a half use their 
ecosystems to access needed skills.

E

6 Fintech News, Japanese Banks Collaborate towards Blockchain Finance Platform, accessed July 26, 2019,
https://www.fintechnews.org/japanese-banks-collaborate-towards-blockchain-finance-platform/
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n this way, established players are tapping into the 
capabilities and expertise that fintechs are bringing to 
the industry. Banks now view fintechs simultaneously 
as engines of collaboration and as challengers. 
Fintechs are also, of course, viewed as acquisition 
targets. Over a third of our survey respondents said 
that their organizations acquire startups to gain new, 
usually digital, capabilities. We also hear of financial 
institutions investing strategically in tech firms, 
without necessarily acquiring them, as with 
JPMorgan’s investment partnership with payments 
brand LevelUp, and Goldman Sachs’ investments in 
consumer mortgage startups.7

7 CB Insights, Where Top US Banks Are Betting On Fintech, accessed July 26, 2019,
https://www.cbinsights.com/research/fintech-investments-top-us-banks/

45%

Access to new markets 45%

43%
Ability to act faster to satisfy customer demand

or perceive appetite for new products or services

44%
Ablity to develop more 

innovative products and services

Higher revenues

Figure 5: Top benefits of leveraging ecosystems for
banks and financial services firms
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Figure 6: Top benefits of embracing risk for banks and 
financial services firms

uilding trust to embrace risk

Risk aversion keeps many banks and other financial 
institutions from aggressively pursuing some Business 
4.0 behaviors. “If we're talking about ecosystems that 
involve partnerships with many other niche providers, 
banks need to determine how this fits with a strategy of 
moderate to low risk,” according to a senior banking 
sector executive. “That’s a big challenge for many banks.” 

Yet, financial institutions appear more prepared to 
accept certain types of risk – such as when changing 
business models – than firms in industries such as 
manufacturing, retail, and life sciences. One notable 
example is MYbank, the online lending arm of Ant 
Financial Services Group, which recently took the risk to 
service small and medium-sized businesses that may lack 
a strong credit history.8 Embracing risk is indeed paying 
off well for the industry players (see Figure 6).

8 BIS, BigTech and the changing structure of financial intermediation (April 2019), accessed July 26, 2019,
https://www.bis.org/publ/work779.pdf

65%

48%

48%

47%

46%

41%

Better productivity

Faster time-to-market for new products and services

Ability to innovate and translate ideas into commercial value

Expanded markets and customer base

Make our business sustainable

Lower fixed centralized costs
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wo factors are likely to be contributors to a greater 
acceptance of risk among financial services firms. 
One is that banks have reliable, established 
processes in place that can be modified and applied 
to managing intangible risks, such as reputational 
damage that could arise from working with an 
ecosystem of providers.

The other factor is the growing adoption of agile 
principles of working. Our survey shows that agile 
has helped a large number of financial firms speed 
up testing of new ideas, as well as testing more 
ideas without committing large budgets. Agile has 
also helped many firms reduce the fear of failure 
when it comes to developing ideas that involve risk.

 “Companies don't realize that going agile is not just 
for IT,” says a senior executive in the banking 
sector. “The entire organization needs to be able to 
support an agile methodology.”

22
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A New Attitude
to Risk in a
Business 4.0
World



isk aversion in the financial sector stems partly 
from the stringent regulatory framework that 
many institutions – banks, in particular – have to 
abide by. When it comes to pursuing mass 
personalization, industry players cite regulation as 
a barrier far more frequently than executives from 
other industries, who point mainly to outdated 
technology or a lack of in-house analytics skills. At 
many institutions, this risk aversion manifests 
itself in a cautious approach to monetizing data or 
sharing it with ecosystem partners through APIs 
or other mechanisms, which in turn undermines 
more general ambitions around innovation.

R
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onetheless, a large number of institutions fear that 
sharing data or ideas with ecosystem partners risks 
compromising the primary relationships they have with 
their customer base. The risk of compromising data is 
also at the top of executives’ minds when considering 
means of creating new sources of value and leveraging 
ecosystems (see Figure 7). Financial institutions are 
frequent targets of cyber-criminal attacks, and the 
average cost of breaches is reportedly higher than in 
other sectors.9 The prospect of regulator fines for 
breaches of customer data rules, such as the one levied 
by the UK regulators in 2018 against Tesco Bank,10 
probably also gives some executives pause.

N

Figure 7: The top barriers to adopting Business 4.0 behaviors

Driving mass personalization

Creating exponential value

Leveraging ecosystems

Embracing risk

Industry regulations

Risks to data security

Risks to data security

Traditional corporate culture

Business 4.0 behavior Main barriers to adoption

41%

37%

34%

35%

9ITSP Magazine, The Cost Of A Cybersecurity Breach For Financial Institutions, accessed on July 26, 2019,
https://www.itspmagazine.com/from-the-newsroom/the-cost-of-a-cybersecurity-breach-for-financial-institutions
10The Register, Financial Conduct Authority fines Tesco Bank £16.4m over 2016 security breach, accessed July 26, 2019,
https://www.theregister.co.uk/2018/10/01/fca_fines_tesco_bank_164m_for_2016_security_breach/
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The March of
Digitalization



yber-security and data privacy concerns are justified, 
but they do not appear to be deterring financial 
institutions from aggressively pursuing digital 
technology adoption. As indicated earlier, particularly 
in relation to AI, some of their digital initiatives are 
likely to improve their ability to manage cyber-security 
and mitigate risk. We see a healthy adoption of the 
agile methodologies as being critical to enabling the 
cultural conditions necessary to embrace risk and 
unlock exponential value (see Figure 8).

According to Mitch Autry, Global Integration Head at 
payment-processing company Worldpay, “The 
digitization of processes can help enable even 
risk-averse organizations to build scale and grow 
operations beyond current structures.”

C

Figure 8: Adoption of agile methodologies in the banking 
and financial services industry

Agile underpins every process in our organization 36%

We have adopted agile in small pockets of our organization 44%

We use agile techniques in IT projects such as
software development only

18%

We have not adopted agile for any processes
in our organization

3%
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inancial institutions may at one time have doubted 
the security protections of cloud- based services, 
but judging by our research, such qualms have 
eased (see Figure 9). A large majority of those 
surveyed access at least some of their IT services in 
the cloud. Security has improved, as a result, for 
over half of institutions. They also now use cloud 
to access the abundant computing power and 
storage, improving the balance of human-machine 
interactions and providing better insights for 
greater speed to market.

F

Figure 9: Technologies adopted by banks and 
financial services firms today

69%65%

47%
38%

46% 44% 44%
38%

Cloud-based IT and
processing services

Blockchain 
technologies to build 
trust and collaborate
with partners in the 

ecosystem

Automation to free 
up workers so they 

can focus
on more valuable 

tasks

AI to develop new 
business

models and 
customer value
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any organizations in the sector are actively exploring 
services that use blockchain, even if applications are 
frequently at the development stage. Companies are 
looking to use the technology to ensure a level of 
digital trust that can support collaboration in 
platform-based ecosystems. 

At the same time, financial management firms have 
been among the earliest adopters of AI. Robo advisors 
and chatbots have been deployed by retail investment 
managers for a number of years, and AI algorithms 
guide the investment strategies of several hedge 
funds. Banks are looking to use AI to enhance fraud 
protection. In our survey, banks, insurers, and other 
financial services providers are well ahead of 
organizations in other industries in their adoption of 
AI. We see AI handling increasingly sophisticated 
claims inquiries in insurance, for example, and also 
being used in banking to provide greater insight into 
customer preferences and behavior.

M
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utomation technologies such as RPA are being 
deployed by almost half of the financial firms in 
the survey. Automating processes with machine 
learning and RPA is Worldpay’s main technology 
focus for the next year, for example. Such forms of 
automation, especially in the back office, will, says 
Autry, enable companies to support continued 
international growth. 

Elsewhere in the sector, we see organizations 
using automation to achieve a wide range of 
advantages – whether accelerating underwriting 
processes by extracting information from legal 
documents; mining documents to provide 
contextual advice to wealth managers based on 
customer profiling; or monitoring transactions to 
detect fraud and money laundering.

A
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Conclusion



or established financial institutions operating under strict 
regulatory constraints, digital transformation and the 
adoption of Business 4.0 behaviors was never going to be 
an easy or quick process. Our research offers a few lessons 
that can help guide institutions as they progress in their 
Business 4.0 journeys.

Strong leadership is essential. The absence of a clear and 
frequently voiced commitment from the senior-most 
executives—risk aversion and resistance to change, which 
are ingrained in segments of the financial sector—could slow 
Business 4.0 transformation to a crawl.

Nurture the spirit of risk openness. Due to the nature of 
financial services, banks have traditionally been 
conservative and risk-averse when it comes to their 
business models. However, in the context of a changing 
competitive landscape, as well as the huge potential in 
ecosystems, banks are learning to embrace risk. We would 
encourage them to evaluate innovation risk more and with 
the same openness that they assess financial decisions in 
the face of credit or market risk. This can put them 
comfortably ahead of the competition.

Anticipate ecosystem challenges to reap the benefits. 
Financial institutions are using the ecosystem to respond to 
the challenges posed by fintechs, which many feared would 
be an existential threat. As they use ecosystems to tap into 
skills, or to exploit specific technologies, they may find their 
people are resistant to bold new ideas and ways of working 
that originate from outside the enterprise. This is inevitable 
in firms that have, for many years, operated with a 
traditional, risk-averse mindset. Working with external 
suppliers represents a cultural challenge as much as a 
practical one, and one that must be addressed for the 
relationship to be fruitful.
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